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1. MA3U 1 HE AABA HA APYTU XOPA B UHTEPHET AUUHATA CU |
NHOOPMAUUS: UME, AAPEC, NMAPOAA OT EAEKTPOHHA MNOWA, NPOOUA B
COUUAANHA MPEXA, AMYEH TEAEPOHEH HOMEP,
YUUNAUWETO, B KOETO YUMLL.

2. [MA3U U HE AABA UHOOPMAUMS 3A MECTOPABOTATA UAU AUUEH
U CAYSKEBEH TEABGOHEH HOMEP HA POAUTEAUTE, HACTOUHAUUTE,

BAUIKUTE, MPUSTEAUTE, CHYUEHUUUTE U NOSHATUTE CU BE3 TAXHO
PA3PELLEHME. |

3. MA3U U HE UBNPAWAL U/ AU HE KAUBAI OHAAUH CROU CHUMKU
1 BUAEA, BE2 NPEAU TOBA AA E OBCbAEHO
1 BIETO PELUEHUME C POAUTEAUTE TU

AN XOPATA, KOUTO CE TPUXKAT 3A TED.

N







4. He UBNPAWAM U HE KAUBAI OHAALH CHUMKIA U BUABA HA

NMPUSTEAU, CbYUEHUUU, POAHUHU, YUUTEAU, BAUBKU, NMOBHATU U AP.,
BE3 MPEAU TOBA AA E OBCBAEHO C TAX, A B CAYUAUTE, KOTATO CE KACAE
3A TBOU NPUSTEAU U CBYUBHUUU, AA E CBIAACYBAHO OT TAXHA CTPAHA

U C POAUTEAUTE UM/ YUUTEAU.

=
5. He oTTORAPS U HE OTRBAPSI MPUKAUEHIM GAMACBE HA

EAEKTPOHHATA TU NOWA, NOAYUEHA OT HEMOZHAT NOAATEA. TA MOXKE
AA CHADPSKA BUPYC UAU APYTA BAOBPEAHA NMPOTPAMA, KOSTO AA
YBPEAU KOMIMIOTBPA/ TEAEGOHA/ TABABTA/YCTPOUCTBOTO TU UAU AA TO
AMPABU YA3BUMO/ HEAOCTBMHO 3A BbHLLEH AOCTDIN.

©. MNOCHbRETRAM CE C POAUTEAUTE CU =
/YUNTEA/BBIPACTEH, HA KOTOTO UMALL ACBEPUE,
MPEAU AA CBAAULL UAU UHCTAAUPALL HOBA MPOTPAMA/ MPUAOSKE-
HUE HA KOMMIOTBP, TEAEPOH, TABAET, KAKTO U HE NPABU HUWO,
KOETO MOXKE AA YBPEAU KOMMIOTBPA UAU UPES AAAEHO ABUCTBUE
" AA CE PABKPUST AAHHI 3A TEB 1 CEMEMCTRBOTO TU.






N AA TU OBACHST).
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7’. HewATA, KOUTO NPABULL B UHTEPHET, HE TPSIBBA AA BPEAST HA
APYTU XOPA UAU AA NPOTUBOPEUAT HA YCTAHOBEHUTE NPABUAA (uacT
OT TAX CA YPEAEHU B BAKOHU, KOUTO Bb3PACTHUTE NO3HABAT U MOTAT

&. TPABBA AA BHAELL, UE E 3ABPAHEHO AA CE U3MOA3BA UYSKAO

MNOTPEBUTEACKO UME, MAPOAA U EAEKTPOHHA MNOWA. (o)
Qe

_9 . He nuwu 1 HE KAUBAL HUWO, KOETO MOXKE AA E OBUAHO UAU

YHUSUTEAHO 3A TEB, BAUSKUTE TU UAU 3A APYTU XOPA. Bcuvko B
UHTEPHET PAHO UAU KbCHO CE XBAUWA U CE PABBUPA KOU E NPUUUHUA
BPEAA HA APYT UOBEK UAU TPYTIA XOPA
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10. HezABABHO UHPOPMUPALT Bb3PACTEH (POAUTEA, YUUTEA,
AUPEKTOP, MEAATOIMMUECKU CHBETHUK, APYT Bb3PACTEH, HA KOIOTO
UMALL ACBEPUE) UAU UHGOPMUPAL CAYSKBUTE, KOTATO NOMNAAHELL HA
MATEPUAAU, KOUTO TE KAPAT AA CE UYBCTBALL HEYAOBHO MAU HA

MATEPUAAU C BPEAHO UAU HESAKOHHO CbADBPKAHIE, KOETO MOXKE AA
BbAE NOPHOIPAPUS, MPOMNOBIABRAHE HA HACUAUE U TEPOPUIDM,

ETHUUECKA U PEAUTMMO3HA HETOAEPAHTHOCT, TbPIOBUS C HAPKOTUUMU,
XASAPT U AP.

11. He oTToRAPAL HA CbOBWEHUS,
KOUTO CA OBUAHU, SANAALLUTEAHU,
HEMPUAUUHIA UAU TE KAPAT

AA CE UYBCTBALL HEYAOBHO.
NHbOPMUPALL POAUTEAUTE CU

/KAACHUST PDKOBOAUTEA, YUUTEA,

AUPEKTOP, NEAATOTMUECKU CHBRETHUK
UAU CAYSKBUTE 3A TAKUBA CbOBWEHMS.







12. AKO HAKOU TE OBUSKAA UAU TOPMO3U OHAALH, HE OTTORBAPSIAN
ToRA MOXKE AA TU HABPEAU MNOBEUE, OTKOAKOTO AKO 3AMbBAUULL U
CBBEPELL CUAU AA AOKAAARALL HA OTTOROPEH BbD3PACTEH

(POAUTEA, YUUTEA, AUPEKTOP, MEAATOIUMUECKI CHBETHIK)

UAU CAYKBUTE. AKO CU AOCTATDUHO OTT OBOPEH, MOXKELL U CAM AA
AOKAAABALL, KATO NOAAAELL CUTHAA HA CAMUST CANT UAU HA
NOCOUEHUTE AAPECU:

WWW.CYBERCRIME.BG

WWW.SPASIDETE.COM
WWW.FACEBOOK.COM/BGCYBERCRIME
_ WWW.SAFENET.BG
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U AA TO BAOKUPALL. AOBPE E AA HAMPABULL BEAHATA EKPAHHA CHUMKA
(CKPUMHLLOT) HA CbOTBETHUS PASIOBOP/CHUMKA/BUAEOCHOBWEHIUE
UAU CbADBPSKAHUE KATO EAEKTPOHHD AOKABATEACTRO.




1.2, BHUMABAL, KOTATO PAZIOBAPALL B YAT. NomHul

MraAaBUuAC N2L

XOPATA OHAAMH HE BUHATU CA TE3U, 3A KOUTO CE NMPEACTABAT U
MOT AT AA TbPCSIT ONPEAEAEHA UHPOPMAUUS, C KOSTO AA
3ACYNOTPEBAT C TEB, BAUBKUTE TU UAU C APYTUTE XOPA.
MNrAaBUAC N22

HE NMPABU HUNWO HA APYT UOBEK B MHTEPHET, KOEBTO HE UCKALL AA T
CE CAYUU U HA TEB CAMUA.

1 4. Ao ce CAYUU AA NMONAAHELL HA UHOGOPMAUUS UAU APYTO
CbADPYKAHUE B MPEXKATA, KOETO HE TU XAPECBA UAU TE NAALLU NO
HSIKAKDB HAUUH, MOSKELL AA MOAAAELL CUTHAA HA AEHOHOWHATA U
BE3NAATHA HAUUOHAAHA TEAEGOHHA AMHUS 3A ABUA 116 111

KbM ADBPKABHATA ATEHUUS 3A BAKPUAA HA AETETO,

HA OTAEA ,,KubepnpectbnHoceT” HA TABOIMN kbm MBP
(HTTP//WWW.CYBERCRIME.BG/BG),

HA UEHTDPA 3A BE3ONACEH UHTEPHET HA AAPEC:
WWW.SAFENET.BG,
UAU HA TEXHUS TEAEPOH 124 123,

AU TIPE3 UAT-MOAYANA HA

WWW.SAFENET.BG
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1.5. He nPUEMA CPEWMU C AUUA,

C KOUTO CU CE BAMNO3IHAAN/ A B UHTEPHET,
OCBEH CAEA CBbIAACUETO HA POAUTEAUTE TU.
MNomHU, UE XOPATA, C KOUTOD CE
BAMO3ZHABALL OHAAUH, HE BUHATU CA TE3U,
3A KOUTO CE MPEACTABRST. ONUTRBAL CE
BUHATU AA MPOBEPSBALL AAAU UOBEKDT
OTCPEWA HAUCTUHA E TO3U, 3A KOTOTO CE
MNPEACTARS UPE3 MPORBEPKA MO UME, UMEUA,
CHUMKA U KOHTPOAEH BDBMPOC, HA KOUTO BU
TPABBRAADO AA 3HAE OTT OBOPA, AKO E
HAUCTUHA TO3U. [PU CDMHEHIUE MOXKE AA
NOAAAELL CUTHAA UAU AA NOTHPCULL CHRET

MNPE3 CAUTA HA UEHTDBPA 3A
BE3OMNACEH UHTEPHET
WWW.SAFENET.BG.
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Y 1 6. N2NoAzZBAL HACTPOUIKUTE 3A BE3OMACHOCT U
SAUUTATA HA AUUHUTE AAHHU HA COUMAAHUTE MPEXKU,
MOBUAHUTE MPUAOKEHUS U BPAYIDPUTE.

1. N2N0oA3RAN GYHKUUSTA 3A BESOMACHO ChPoUPAHE. He
MOCEWABAM CANTORBE B UHTEPHET, KOUTO CA CbC CbADPXKAHUE,
HEMNOAXOASWO 3A AYAUTOPUS BAUSKA AO TBOSITA Bb3PACT.







1 8. Uznoazeait TPYAHU (ADATU, C FAABHU U MAAKU
BYKBU, UMOPU U CIEUMAAHI SHAUM) U PABAUUHI 3A
BCEKU CAUT MAPOAU.

1:9 . UBNOAZBAIN AHTUBUPYCHA MPOIPAMA, KOSTO CAEABA PEAOBHOD

AE CE OBHOBSRBA. SAEAHO C Bb3PACTHU (POAUTEA, YUUTEA,
AUPEKTOP), NOAABPKAI MOCAEAHUTE AKTYAAUSUPAHI BEPCUUN HA
BCUUKU MPOTPAMU U MPUAOSKEHAA.




T 20. AKO NOAZBALL OBWU KOMMIOTPU, BUHATU MPOREPSTBAL AAAU CU
UBASZBA/UBASBAA OT MPOGUAA CU, CAEA KATO CEBPLUU UACA.

B CAYUAL, UE HAMEPULL YCTPOMCTBO, HA KOETO APYT YUEHUK E
 PABOTUA, HO HE E BATBOPUA NMPOGUAA CU, BEAHAT A UBAES BE3 AA
[TPEFABKAALL, MPOMEHSAL AU ACBABSLI UHGOPMAUUA B MPOGUAA MY

1. TeaBrA AA UMALL MPEABUA, UE KOTATO NYBAUKYBALL HEBSPHA U
UBOMAUEBHA UHGOPMAUUS 3A APYT UCBEK, AOPU C SICHATA MUCBA, UE
TOBA E LUETA, TOBA MOXKE AA AOBEAE AO 3AOYTNOTPEBA U AO
HENPUSTTHIU NMPEXKUBSTBAHUS 3A TO3U YOBEK.




BASKHL KoHTAKTL:

rabon - OTAEA ,,KMBEPnpecranocT”
WWW.CYBERCRIME. B

PESONACEH UHTEPHET TEA. 124 12=
WWw.sAFeENET. RS

EOOHHA ALtig 34 Atua 116 111
KbMm

HAuMOHAAHA TEA
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KPATDK PEUHUK C MOAE3HA |
UHOOPMAUUS
U AOTTBAHUTEAHU CHBETU




KAUBAHE U CNOAEASHE HA CHIMKA

CHUMKU UAU BUAED HA ABTE, YUEHUK, POAUTEA, YUUTEA, AUPEKTOP, MCUXOAOT, PECYPCEH YUUTEA,
BAUSKU, MPUSTEAM, NOSHATU UAU HEMNOZHATU AUUA CA MYBAUUHO ACCTBMHU MSOBPAKEHUS B UHTEPHET,
KOUTD MOTAT AA CA KAYEHU OT POAUTEAUTE UAU APYTU UABHOBE HA CEMECTBOTO, MPUSTEAU,
CHYUBHUIUU U AP. TE3U, KOUTO CA MU CMIOABAMAU/ KAUUAU B UHTEPHET, MOXKE AA UMAT UBUSAD ACBPU
HAMEPEHS KbM HEo/HES. KOMATO CE KACAE 2A CHUMKUM, HA KOUTO HE CTE ABTOP, CBUWUTE HE MOFAT AA
BBAAT MOASBAHU U NOMYASPUSUPAHU BES CBIAACUETD HA TEXHUS ABTOP. HO TAKOBA CHABLPYKAHUE MOXKE
AA HARDPHSTBA AMUHOCTTA U ACCTOMHETBOTO HA AMUETO. MPENCPLUUTEAHO E MO HMKAKDE MOBOA AA HE
CE KAUBAT CHUMKU HA ABTE, 3A KOUTD UMA U HA-MAAKOTO CbMHEHUE, YE MOTAT AA MY HABPEASIT U BES
HEMOBO CBrAACUE. CMOAEASHETD HA CHIAMKU E UECTD CPEWAHO STEAEHIE B COUMAAHITE MPEXKU, 2ATOBA
OCHOBHA MPEMCPLKA E NOACBHU CHUMKU AA CE CNICAEAST CAMO € XOPATA OT CMUCBKA C MPUSTEAU HA
UOBEKA, KOUTO UCKA AA KAUU CHUMKATA, U OWE NO-AOBPE — CAMO C MPYTIATA HA HA-BAUSKU MPUSTTEAMU
OT PEAAHUS SKUBOT. BAKHO €, KOTATO CE CHUMA CbC CMAPTOOH, AA CE YBEPUTE, UE CHUMKUTE HE CE
KAUBAT ABTOMATUUHO B MPOGUAA HA POAUTEAS UAU AETETO B CAUTOBE KATO MHCTAITPAM HAMPUMEP. B
MPOGUAUTE CU B COLMAAHUTE MPEXKU TPIBBA AA CTE CUMYPHU, UE CTE HACTPOUAU AOCTBMNA AD CHUMKITE
CU TAKA, UE AA CE BLKAAT CAMO OT MPUSTEAUTE BU. CbUoTo CE OTHACS 1 2A HACTPOUIKUTE HA OBAAUHIA
YCAYTH, B KOUTO CE CHABPSKAT CHUMKU U UHGOPMALUS.




PAANLNBU HOBUHU

UNHPOPMALUS € HEBSPHO CbABPKAHUE OT HEOPUUMAAHI M3TOUHMUM. AESUHPOPMAUUS. MAHUNYAAUUS
HA BAIPHA UHPOPMAUMS C NOAMSHA HA AAHHIM, DAKTU, OBCTOSTEACTRBA. Ch3AATEAUTE HA DAALLWEM
HOBUHI UBMOASBAT TPAAMUMOHHIA MEAUEHI MNOXBATIA 34 MPUBAUUAHE BHUMAHUETO HA UYATATEAS,
HAMPUMEP NMPOBOKUPALWU BATAABUS, HO YCTABAT AA TO BABAYAST U AA MO HAKAPAT AA MOBSPBA, YE
UHPOPMAUUSTA, KOATO YETE, E MCTUHCKA.

KAK AA PASMNO3HAEM GAALLNBUTE HOBUHI

* MMPABETE PAZAUKA MEXKAY OPUUUAAHU, XYMOPUCTUUHU U CEPUOZHU HOBUHAPCKI CAMTORBE. SAMUTAITE
CE AAAU NOBZHABATE MEAUSTA U UMATE AU 1 ACBEPUE? [TPOBEPETE AAAU SATAABUETO, KOETD UECTO E
MPBbMKO U CEH3AUUOHHD OTTOBAPS HA COABPHKAHUETO HA HOBUHATA KATO MPOBEPUTE HAKOAKO
COUUUAAHA UBTOUHMKA U CPABHETE BPEMETD HA NYBAUKAUUATA, AKTYAAHATA APYTA TAKABA
UHDOPMAUUS OT HAKOAKD UITOUHUKAS
* MPOREPETE AAAU KYPHAAUCTDT B MOCOUMA KOHKPETHO UBTOUHMKA HA MHGOPMAUMS HMAM
UHPOPMAUUSTA CE BAZUPA HA APYTA CTATUS. NPOBEPETE AAAU OCHOBHUST USTOUHMK HA UHOOPMAUMUS &
AOCTOBEPEH. BUHAMA NOTAEHKAAUTE HAUAADTO UAU KPAST HA CTATUATA, KbAETO OBUKHOBEHO E NOCOUYEH
UBTOUHUKDBT HA UHPOPMALIMA. AKO CE KACAE 3A UHPOPMALIUS, KOSTO MPOUBAUSA OT ADPHKABHA
MHCTUTYUUS, MPOBEPETE ODOUUMAAHATA U CTPAHUUA AAAU PUTYPUPA TA3M HOBUHA UAU NOTHPCETE
EKCIMEPT M0 TEMATA OT AAABHATA UHCTUTYUUS. AKO HE E NOCOUEH USTOUYHIK, E PEAHO AA CE COMHSBATE
B ADCTORBEPHOCTTA HA HOBUHATA. B NOBEUETO ACCTOBEPHI MATEPUAAM CE MOCOUBA HAUMHA HA
CBHBUPAHE HA MHOOPMALUSTA U ABTOPA HA NYBAUKAUUSTA. [TPENOPBUMUTEAHD B AA CE CPABHM
UHBOPMAUUSTA, AKO E NMYBAUKYBAHA B PABAUUHU UBTOUHMUW;

* AKO NOMNAAHETE HA CTATUS, NYBAUKYBAHA B HEMOZHAT 3A BAC BAOT, A MHPOPMALUSTA HE €
TUPASKUPAHA HUKDAE APYTAAE, TOBA E 3HAK, UE HOBUHATA MOXKE BU E PAALLMBA.

BUHATU TBPCETE U APYTU PESYATATU NO TEMATA, A AKO TE CA MAAKD UAU HUKAKEU, NO-ACBEPE HE
PASMNPOCTPAHSBAUTE HOBUHATA;

* [POBEPETE AATATA HA NYBAUKAUUATA, Tb KATO YBCTO CTAPU U HEAKTYAAH HOBUH
CE MYCKAT KATO HOBU.




OHAAUH uau KUBEPTOPMOS3DT MPEACTABASEA USMOAZBAHETO HA UHTEPHET 3A HAHACSHE HA
EMOUUOHAAHA BPEAA BDPXY APYTU XOPA. TOPMOBDT B UHTEPHET MOSKE AA UMA PASAUUHIN GOPMU.
Tor MOXKE AA MUHABA MPE2Z PABMNPOCTPAHSTBAHE HA MNOAUTPABATEAHU U OBUAHM TEKCTOBE, CHIMKIA
BUABOKAUMOBE B CAUTORE 3A CMIOABASHE HA BUABOCDABPKAHUE KATO VBOXF U YOUTUBE, ChZAABAHE
HA GAALLUBU MPOGUAU C OBUAHO CHABPNKAHUE B COUUAAHI MPEXKIU KATO ASK.FM, PEMCBYK U
MHCTAMPAM, KAKTO U B CHOBUWEBHUS U UBOBPASKEHUS B MPUAOCSKEHUS 3A KOMYHUKAUUS KATE CKRAMN U
BAMBLP, AU B UBMPAWAHETO HA OBUAHU CHOBWEHUS U KOMEHTAPU, B CHUWMUTE CAUTOBE U NAATHOPMU.

KPASKBATA HA MPODOUA (XAKHAT MPOGUA) NMPEACTABASTBA MPUCBOSTBAHETO HA UYSKA MOTPEBUTEACKM
MPOGUA B COUUAAHA MPEXKA, MAATGOPMA 3A OBUYBAHE (ranmPUMEP d)en:m.s\rp(), EAEBKTPOHHA MOWA UAU APYT
CALT. KPASKBATA CTABA BE2MOXKHA UPE2 BAUBAHE C MPABUAHATA MAPOAA U HEVHATA NOAMSAHA C HOBA U
HEUZBECTHA 2A UCBEKA, HA KOTOTO NPUHAAAENKM NMPOGUADT. BLEMONKHE E CAEA KPAKBATA NPOGUADT AA CE
MZMNOAZBA BEZ ZHAHETD U CBIAACUETO HA MBPBOHAUAAHUS COBCTBEHMK. AKO HA AETE MOA BAADANKUTEAHATA
3A MOBEYETD COUMAAHU MPEXKU Bb3PACT OT 13 roavHU (TASU Bb3PACT E TAKABA, BAWOTO MO-TOASMATA UACT
OT MONYASPHU COUMAAHU MPESKU CA AMEPUKAHCKU U MPABUAATA 3A MOAZBAHE CA CbOBPASEHU C
AMEPUKAHCKOTO 3AKOHOAATEACTED) CE Cb3AABA COBCTBEH MPOGUA BbE (PEUCEYK, MHOTO B BAKHO MPU USBOPA

HA Bb2PACT AA CE M2BEPE Mo 18 roAVHU, Thi KATO 3A HENMBAHOAETHUTE MOTPEBUTEAU MMA BAKHIA
AOMTBAHUTEAHM ZAWUTA.

KPASKBATA HA AYHU AAHHIA
E BUA KOMMIOTBPHO MPECTBMNABHUE, NPU KOETO CE NMPUACBUBAT
UYKAU AUUHIA AAHHK C UBA PUHAHCOBA UBMAMA UAK BAOYTNOTPEBA
KATO TEFABHE OT BAHKOBA CMETKA, MAUW KAHAUAATCTBAHE 24 KPEAUT
OT UYHKAO UME. TAZU ONACHOCT MO NPUHUMIN HE BACATA NO-MAAKUTE
AEBUA, KOUTO HE MPUTEXKABAT AUUHIA ACKYMEHTU, BAHKOBU CMETKM
AU RAPTU. HO NPU TUMHBMASKDBPUTE HAA 14-roAULLHA BB3PACT
TO2U PUCK CTABA AKTYAAEH.




PULLUNHT ATAKUTE CA HAU-PAZNPOCTPAHEHATA GOPMA HA MHTEPHET U3MAMA U LUUPOKO
UBMNOAZBAH MOXBAT OT KOMMIOTHPHU MPECTBMHUUU 3A MOAYUABAHE HA BAKHA UHOOPMAUUA. TOBA
MPECTBNABHIE CE HAPUUA , GULLIMHT" (,PHISHING” — "SAPUBABAHE”, MPOUSAUSA OT FISHING — PUBOACE),
BAUIOTO BEABKTPOHHUTE CBOBWEBHUS, KOUTO CE PASMPAWAT, CA KATD ,BbAUUM" C OCHOBHA UEBA
MOAYUATEAUTE AA CE ,XBAHAT" HA THAX MNOPAAU CBOSTA HECMUTHOCT U HECCBEADMEHOCT, KATO UM
oTToBOPAT. MPU GULLUHTA UBMAMHUALTE PASMPAILAT BAEKTPOHHA MOWA, KOSTO MPETEHAUPA, UE UABA
OT NOUTEHA KOMMAHUS U CE ONUTBA AA YBEAU MOAYUATEAS AA AAAE BAKHA AUUHA UAU ODUHAHCOBA
UHPOPMAUMUS. EAEKTPOHHOTO CbOBWEHUE OBUKHOBEHD MOAM AA CE USMPATST AMUHU AAHHU U AAHHIA
3A BAHKOBA CMETKA B OTTOBOP UAU AA CE BLBEAAT HA YEBCAUT, KbM KOMUTO UMA BPB3KA. TE3U AAHHMU
CA HAMPUMEP NOTPEBUTEACKIU UMEHA, NMAPOAM U HOMEPA HA KPEAUTHIA KAPTU.

KAK CE NA3APYBA BE3OMNACHO B MHTEPHET:

MPEAU AA NAZAPYBATE OT BAEKTPOHEH MATAZUH, & NOAE3HO AA OBLPHETE
BHUMAHUE HAAUUHA AU B UHBOPMALUS 3A UMETO, AAPECA U TEABGOHA HA
TbProBeUA. HE NMPONYCKANTE AA NPOBEPUTE U AAAU ADCTABUMKDBT € NOCOUUA
U3PUUHO MPABOTO B NO BAKOH AA CE OTKAXKETE OT NMOPBUKATA B PAMKUTE HA 14
Attu. ToAB2HO BU BUAD AA MPOUETETE BbB GOPYMUTE OTSUBU OT APYTU
NOTPEBUTEAU, KOUTO BEUE CA MASAPYBAAM OT BbIMPOCHUS EABKTPOHEH MATA3UH,
KbM KOMTO CTE CE HACOUUAU. TEPIOBEUDBT E AADSKEH AA B MHPOPMIUPA 34
OCHOBHUTE XAPAKTEPUCTUKIU HA BCAKA OT MPEAAATAHUTE OT HEIO CTOKU U
YCAYTU. TOU TPABBA AA MOCOUU TAXHATA UEHA C BRKAIOUEHU BCUUKU AAHDBUU U
TAKCU, KAKTO U CTOUHOCTTA HA NOWEBHCKUTE UAKU TPAHCNOPTHUTE PASXOAU, AKO
HE CA BRAIDUEHU B KPALHATA UEHA. HA CANTA CAEABA AA BBAE NOCOUEH
HAUMHDT HA NAAWAHE, ACCTABKA U UBMBAHEHUE HA AOCTOBOPA. BALIE NPABD B AA
BLPHETE, 3AKYMEHATA OT EAEKTPOHEH MATA3UH CTOKA, AKD CE OKAXKE ABPEKTHA.
PEKAAMAUUATA CU BA ABPEKTHA CTOKA CABEABA AA MPEASBUTE B HAKOU OT
OBEKTUTE HA TbPIOBEUA, OT KOTOTO CTE A SAKYNUAU. AKO THPTOBEUDT YBAXKU
PEKAAMAUUSTA BU, B PAMKUTE HA MECEL TPSIBBA UAU AA PEMOHTUPA BE3NAATHO




SAWUUTA HA KOMMOTBPHUTE MPESKU
OT OMNACHA EAEKTPOHHA NOWA 0
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iHE TPABBA AA CE NPOSTBABA UHUUMATUBA 3A MOAYUABAHE HA MMEUA MUCMA OT UHTEPHET CTPAHMLM,
KOUTO MPBAAATAT BESMAATHU MAKU NAATEHIM YCAYTU U CTOKK, UBLTO MPEAAATAWU AA BU USMPATAT
NPOMOUMUIM MO BE-MAIL. OTRAKETE TAKABA YCAYTA.

2. UMEBUIA AAPECDT CE CMIOABAS CAMO MPU HYKAA U CAMO HA NPOBEPEHIA AUUAS OPTAHUB AL A,
Korato ce MPEAABA MO BAUH MAM APYT NOBOA, CE BHUMABA 3A CABAHUTE ABE HEWA: NMBPBO AAAM
OPTAHUBAUMATA UAKM UOBEKDT, KOUTD Mo NOAYUABAT, WE B USNPAT HEXKEBAAH UMEWMA; BTOPO,
MEKE AU AA CE PABUUTA, UE MMEUMA AAPECDHT HAMA AA BBAE AAAEH HA TPETO AUUE.

2. HEe CE OTBAPST UMEMAUTE B HESKEAAHA MoWA. HUKOrA HE OTBAPSITE
NPUKAUEHI GAACBE B CHOBUEHUS OT HEMNOIHAT UBNPAULAY. AKO HE CE NOIHABA
UMETD B MOAETO ,OT", HE OTBAPAUITE MPUKAUEHUS PALIA. BHUMABAMTE C
OBPBUIEHUSTA Mr/Mrs/DeAr.

4. Axo ce NOAYYUU HEOUAKBAHO CHOBUWEHUE CbC CTPAHEH MPUKAUEH PAA OT NOZHAT
USMPAULAY, TO BU MOTAD AA CBADBPHKA BUPYC. MHOTO 3ACBPEAH MPOIPAMU CE
PASMPOCTPAHSBAT AD BCUUKU KOHTAKTU, KOUTO HAMEPST B MNOWATA HA 3APABEHIAS
KOMMIOTBEP. TAKUBA CBbOBUWEHUS UECTD UMAT CTPAHHA TEMA UAU UME HA MPUKAUEHS GAMIA.
UecTo TORA € LUEMOCBUTO CHOBUIEHUE, HACBPUABALLD MOAYUATEAS AA BUAU KAPTUHKA UAU AA
MPOUETE MPUKAUEH TEKCTORBU GAMA. BUHATU UBUCKBAIITE NOTBLPHKAEHUE OT UBMPAWAUA,
PEAU AA OTBOPUTE CHOBUWEHUE UAU NPUKAUEH GAMA OT TAKDE BUA.

5. MNeroREPSBA CE MBAHOTO UME HA MPUKAUEHUS
PANUA. CKPUTUTE PASLUUPEHUS OT UMETD HA GANMAA
MOTAT AA BABAYAST AA OTBOPUTE 3APA3EH MPUKAUEH

DAIA OT UMBUAA. BUHATU CE NPOBEPTBA AAAU MMEMA
NPUAONKEHUETO NOKAZBA MBAHOTC MME HA
NPUKAUEHIS GAIIA, BRAICUUTEAHO PASLLIMPEHIIETD.
BUPYCU U UEPBEU MOTAT AA CE CHADPYHKAT BbE
PANADBE, KDUTO UETAEXKAAT KATO KAPTUHKY,
HANPUMEP C PASLUPEHUE .JPg. HE E Bb3MOXKHD AA
UMAT CKPUTO PASLIUPEHIUE, KATD .EXE AU .VBS KbM
MMETO HA GAAA, KOETD O3HAUABA, UE MPUKAYEHUST
DANA HE B KAPTUHKA, A NPOTPAMA, KOSTO WE CE
CTAPTUPA, WOM CE ODTBOPU MNPUKAUEHIAS HAIA.




&. BHUMABA CE © DAALUUBUTE nPEAYnPé*Asl-Mﬂ 3A BUPYCU. banwveuTE MPEAYNPEXKABHIS 3A BUPYCU
A UBBECTHU KATO "HOAXES". TOBA B DAALLMEBO CHOBUEHIME, KOETD NOABENKAA MOTPEBUTEAUTE AA BSPBAT,
YUE CA MOAYUUAU BUPYC U TU HACBPUABA AA NPEMPATHT MPEAYNPEXKAEHUETO HA BCEKU, KOIOTD NOSHABAT.

FF. He OTBAPAIITE UMEIIA, CHADPKAU HESKEAAHA _

PEKAAMA. TOM MOXKE AA BbAE UBMOAZBAH 2A \ 8. He ce 13NoAZRA CAMO EAHA

MPEHACSAHE HA BUAPYCU U UBPBEU. OT CHOBPAKEHMS NOWEHCKA KYTUS 3A BCUUKO.

3A CUMYPHOCT BU TPABBAAO AA USTPUBATE BLUUKU CNEUMAAUCTIUTE Mo

PEKAAMHI CHOBWEHUS OT HEMNOSHAT USMPAWAY KUBEPCUIMYPHOCT MPEMNOPBUBAT AA

BEAHAIA, BE3 AA MM OTBAPSTE. CE OTKPUBAT HIKOAKO PAZAUUHM
noewu U AA CE PABABAST Mo
MPEAHASHAUEBHIME.

_9. SBATBAATE AA MPEMPAWATE
MUCMA MESKAY HSIKOAKO BALLIL
noweHcKI KYTMH.

1.0. He & NPENOPBUUTEAHO AA CE MPEMPAWAT MUCMA AD HAKOAKO UCBEKA EAHOBPEMEHHO.
OCOBEHO TAKUBA, OT TUMA - "NPEMPATETE MO AC 7 UOBEKA U WE BU CE CAYUU HEWO XYBABO" UAU
"MNOMOTHETE HA BOAHOTO MU AETE, KATO MPEMPATUTE TOBA MUCMO HA MHOTG XOPA, EAM KO CU WE
MU AAAE 2A BCEKU B UMEIAA 5 UEHTA, HAMPUMEP. TE3U MUCMA CE PAZMNPOCTPAHSBAT C LEA
CHBUPAHE HA ABMCTBUTEAHM UMEMA AAPECU, TbI KATO MPU MNPEMNPAWAHE, KbM MUCMOTO CE
AOBABAT ABTOMATUUYHO U AAPECUTE HA MPEAHUTE MOAYUATEAU. CABA HAKOAKO MPEMPAWAHUS, B
EAHO TAKOBA MNMUCMO CE CbBUPAT HAKOAKS CTOTUUM PEAAHU UMEBIA AAPECA, KOUTO CABA TOBA CB
MPOAABAT HA GUPMU A CIAM. ]




11 Axo BCE NAK UCKATE AA MPEMPATUTE HAKAKDBE TEKCT UAU UHGOPMAUUS, KOSTO CTE NOAYUMAM,
KOMUPAIITE TEKCTA W Mo USNPATETE KATO HOBO NMuemo. HE MPENPAUIATE NPEAHOTO, BBNPEKU YE B
MPUMAMAUED Mo-ABCHO. TAKA WE MPEAMAZUTE NPUSTEAUTE CU OT BbAEBU) CTTAM.

o

1.2, Axo NoPAAU HAKAKBA MPUUUHA ADPKUTE AA MPEMPATUTE CPUMUHAAHOTO
MUCMO, CACKETE AAPECA B BCC (’_E-uNb CareON Goz»() BMECTO B CC. TAKA
HUKOM OT MOAYUATEAUTE HAMA AA BUAU AAPECUTE HA APYTUTE MOAYUATEAU.
MPUUMHATA AA TO UBNOASBATE HE B AA CKPUETE MNOAYUATEAUTE BAUH OT APYT, A
AA MU MPEATMABUTE, B CAYUA UE AAPECHATA KHUMA UAU EABKTPOHHATA MNOWA HA
HAKOM OT TAX CTAHE ACCTBMHA HA CNAM-BOT (HANPUMEP NOPAAU BUPYCHA
UHGEKUUS HA KOMMIOTBPA MY).

13. BHUMABAUITE C UZMAMHIM CBOBWEHMS, YUE CTE CNEYEAUAU OT
ACTAPUSTAL HE CTE CNEYEAUAU. CMAMDBPUTE UBMNOCAZBAT HAN-PASAUUHN
APUMAMAUBU SATAABUA HA TIMCMATA, 3A AA HAKAPAT NOAYUATEAS AA TH
oTeOPU. MHOIC NOTPEBUTEAM HAUCTUHA OTBAPST NOACBHU MUCMA. ADPM
CAEBA OTBAPAHETD BEAHATA AA TO U3TPUETE, CAMOTO OTBAPSHE HA
MACMOTD B MOTAC AA NOTEBPAM, UE AAPECDT E PEAAEH U BUE CTE T
MNOAYUUAK.

1 4. OTNuUCBAUTE CE OT BIOABTUH/BAEKTPOHHO CMIUCAHUE, 3A KOUTD HE NMOMHUTE AA CTE CE
ZAMUCBAAU. UBCTO CPEWAH METOA, U3MOASBAH OT CMAMDBPUTE 3A HAMUPAHE HA AKTUBHIATE MOWEHCK
AAPECU. UBMPAWA CE BIOABTUH C AMHK 3A OTTIMCBAHE (YK) OT NOAYUABAHETO MY. OTTIUCBALIKMU CE,
BCBUHOCT NOTPEBUTEAST NOTBBPHKAABA, UE USMNOABBA NOWEBHCKATA KYTUS, C KOETO BEAHATA BAUZA B
CMAM AUCTUTE. BMECTO AA CE OTTIUCBATE, BAOKUPAMTE NOAYUABAHETO HA MUCMA OT TO3U AAPEC.
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15 HE OTBAPSIUTE MUCMA, KOUTO CA GULLMHT ATAKM. HAG-ACBPUST HAUMH AA CE SAWUTUTE OT GULLIMHT
ATAKU B KATO HUKOTA HE OTBAPSTE QULLUHT MUCMA, HO YECTO B TPYAHO AA CE PABMOBHAE KOE MUCMO &
SULLMHT ATARKA. MOXKETE AA M4 PASTNO3HAETE Mo:

* OBPLUEHUMETE E "DEAR CUSTOMER" UAU "DEAR UsER", A HE BALUETO UME.
* B nucMoTo NMULE, YE AKAYHTDT BU WE BEbAE MPEKPATEH B CAYUAL, YE HE MOTEDPAUTE AAHHUTE CU
HEZABABHO. /HACKOPO CNAMDBPUTE UBMNOAZBAXA MOAOCBEH NOXBAT KOTATO CKAUMN CE CPUHA 2A 1 AEH.
PAZMPOCTPAHIXA CbOBWEHUA, UE CKAMM WE UMCTU HEAKTUBHIU AKAYHTIU U CE UCKALLE AA CE PASMPATIA
CbOBWEHUE HA NMOHE 1.5 NMOTPEBUTEAS, 2A AA CE AOKAKE AKTUBHOCT./

* IMEIADT UABA OT AKAYHT, MPUAUUALL, HO HE EAHAKDE C TO3U, KOUTO UBMOAZBA USBECTHA GUPMA,
OPTAHUBAUNST U AP. AKO HE CTE CUTYPHU AAAU MUCMOTD B OULLIHT UAU HE, HA-AOBPE B AA HE OTBAPSTE
AUHKOBE, KOUTO CA MYBAUKYBAHU B HEMO, A AA HATIULLETE HA PbKA AAPECA HA CANTA, KOUTO BU €
HEOCBXOAUM.

* AKO CTE NOAYUUAU TAKOBA MUCMO, 3A MPEAMNCUUTAHE B AA BAOKUPATE AAPECA, OT KOUTO E USMPATEHO.
KorATo ro BAOKUPATE, BUE AABATE YRKASAHUA HA MNOWEHCKUST KAUEHT, UE TOBA E CMNAM U HE TPABBA AA
CE NMPUEMA. [1OBEUETO MOTPEBUTEAM OBAUE MPOCTO UBTPUBAT CIMTAMA 1 TOK MPOADANKABA AA MABA B
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CHbBETU 3A SAPABETO

2A AA PABOTUTE HA KOMMIOTHP, BE2 AA YEPEAUTE CBOETD 3APABE, PEAYBAMTE OHAALH 11
OOAANH ABMHOCTI U CMAZSBAMTE CABEAHUTE MPABUAAL
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2A AA HE YEBEFPEAUTE SPEHUETO CUAL

PASBCTOAHMETO MEXKAY OUUTE U MOHUTOPA TPABBA AA BDAE OKOAO NOACBUH METDHR;
PABCTOAHUETO MEXAY OUMTE U KAABUATYPATA AA BDAE OKOAD NOACBUMH METEPR;

BDOPXY MOHUTOPA HE TPABBA AA NOMAAA MPAKA CADHUEBA CBETAMHAS

HE PABOTU B CTAS, KBAETC MMA CMECEHA CBETAUMHA — CADHUEBA U UBKYCTBEHA;

BPEAHO 2A ODUUTE B, AKO 3AL MOHUTOPA MMA NPOBOPEL BE3 WOPU U BABECH;

2A AA OTTIOUUBAT ODYUTE, OT BPEME HA BPEME OTMECTBAM MNOTAEAA OT MOHUTOPA U MOTABKAAL

NPE2 MPOSOPEUA UAU KBM HAM-AAAEBUHIS KPAL HA CTASTA BBPXY AANBUEH OBEBKT;

EAUH MBT B TCAUHATA NPOBEPTBALM SPEHUMETO CU MPU CUEH AEKRKAP (D¢>TAAMDADI') .

e

MPU PABOTA C KAABUATYPATA:
* HE MPEMbBAN KUTKATA, KOTATO MULLEL;
/' * CIbBA ABKO MPLCTUTE HA PBRATA U OTTTYCKA MAABUA;
* AOBPE B AA UBMOAZBAL KAABUATYPA C KAABULLIL,
KOUTO CA MOA ABK HAKAOH.

MPU PABOTA C MULLIKAL
* MULLIKATA TPABBA AA BDAE C PAZMEPA HA AAAHTAS
* HE ABUKU MULLKATA CAMO C MAAEUA LU MAAKUST MPBET;
* NOAZBAL MOAXOASWA NOAADKKA 24 MULLKATA.

MEeBEAUTE

* CTOADT TPABBA AA BBAE HA KOAEBAUA, C PEMYAUPYEMA BUCOUUHA HA CEAAARATA U OBABTAAKATA,

KOATO TPABBA AA OCUMYPU ONMOPA HA MPEBHAUHMA CTBAB B OBAACTTA HA KPBCTA;

* BIOPOTO TPABBA AA BDAE CTABUAHO U YCTOUUYUBO HA BUBPAL AL



"BE2ONACEH UHTEPHET B, KOTATO MUCAULL EAHA CTBMKA HAMPEA"
- Auat Karapascuee, MPEACEAATEA HA CHBETA HA ABUATA KbM MNPEACEAATEAS HA AASA,.

“TU eU MUCAULL, YE BEUUKD B UHTEPHET E HA UIMPA, HO BHUMABALY,
ZAWOTO BAA MOHUTOPA MOXKE AA TE AEBHE BPATA.”

- BaHecA PUAUNORA, UAEH HA CDBETA HA ABLUATA KbM MPEACEAATEAS HA AASA
34 Codus — TPAA.

“UHTEPHETDT AHEC E OMNACHA CMEC”
- KaAauHa KPbeTERA, UABH HA CBRETA HA ABLLATA KbM MPEACEAATEAR HA AASBA

2A OBAACT XACKOBO
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